Abstract-We study the capacity of quantum private information retrieval (QPIR) with multiple servers. In the QPIR problem with multiple servers, a user retrieves a classical file by downloading quantum systems from multiple servers each of which containing the whole classical file set, without revealing the identity of the retrieved file to any individual server. The QPIR capacity is defined as the maximum rate of the file size over the whole dimension of the downloaded quantum systems. Assuming the preexisting entanglement among servers, we prove that the QPIR capacity with multiple servers is 1 regardless of the number of servers and files. We propose a rate-one protocol which can be implemented by using only two servers. This capacity-achieving protocol outperforms its classical counterpart in the sense of the capacity, server secrecy, and upload cost. The strong converse bound is derived concisely without using the secrecy conditions.
I. INTRODUCTION
Introduced in the seminal paper by Chor et al. [1] , private information retrieval (PIR) problem finds efficient methods to download a file from servers each of which containing the whole classical file set, without revealing the identity of the downloaded file to each server. This problem is trivially solved by requesting all files to the servers, but this method is inefficient. Finding an efficient method is the goal of this problem and it has been extensively studied in many papers [2] - [5] . Moreover, the papers [6] - [10] studied quantum PIR (QPIR) problem where the user downloads quantum systems, instead of classical bits, in order to retrieve a classical file from the servers.
In classical PIR studies, the paper [11] started the discussion of capacities for PIR problem with multiple servers. The PIR capacity is defined by the maximum rate of the file size over the download size. The upload cost, i.e., the total size of the queries, is neglected since it does not scale with the file size, which is allowed to go infinity. For the PIR with n non-communicating servers each containing the whole set of f files, the paper [11] showed that the capacity is (1 − 1/n)/(1 − (1/n) f ). The paper [17] proposed a capacityachieving protocol whose upload cost and file size are minimum in a general class of PIR protocols. After [11] , several PIR capacities are studied such as the PIR capacity with colluding servers [12] , [13] or that with coded databases [14] - [16] .
On the other hand, the QPIR problem is rarely treated with multiple servers and there is no study on the capacity of the [17] This paper
Paper [17] Capacity 1 (1−n −1 )/(1−n −f )
Server secrecy Yes No
Condition for capacity equal to 1 n ≥ 2 n → ∞ Upload cost 2f bits n(f − 1) log n bits File size 2 log bits (n − 1) log bits * n, f: the numbers of servers and files, respectively. † : any integer greater than 1.
QPIR problem. Though the paper [7] treated the QPIR problem with multiple servers, [7] focused on the communication complexity which evaluates the sum of upload and download costs required to retrieve one bit file, instead of the capacity which evaluates the number of retrieved bits per a downloaded bit when the file size is allowed to be arbitrarily large.
As a quantum generalization of the classical PIR capacity [11] , we present the QPIR capacity when a user retrieves a file secretly from n non-communicating servers containing the whole set of f files by downloading quantum states with the assumption that an entangled state is shared previously among all servers. We define the security of the QPIR protocol with three parameters: the retrieval error probability, the user secrecy that the identity of the querying file is unknown to any individual server, and the server secrecy that the information of the non-retrieved files is unknown to the user. As the main result, we show that the QPIR capacity is 1 regardless of whether it is of exact/asymptotic security and with/without the restriction that the upload cost is negligible to the download cost. We propose a rate-one QPIR protocol with perfect security and finite upload cost. Even for any QPIR protocol with no secrecy, no upload constraint, and error probability less than 1, we propose the converse bound is 1.
Our capacity-achieving protocol has several remarkable advantages compared to the protocol in [17] whose upload cost and file size are minimum (see Table I ). First, the rate 1 of our protocol is greater than the rate (1 − n −1 )/(1 − n −f ) of the protocol in [17] . Secondly, our protocol is a symmetric User Query Index: K ∈ {1, . . . , f} QPIR protocol which guarantees not only the user secrecy but also the server secrecy, in the sense that the user obtains no information from files other than the retrieved one. This contrasts with the protocol in [17] that retrieves some information of not-querying files. Thirdly, there is no benefit to using more servers or files in our protocol since our protocol achieves the capacity 1 using only two servers. On the other hand, in the protocol in [17] , the capacity is strictly increasing in the numbers of servers and files and an infinite number of servers are needed to achieve the capacity 1. Fourthly, the upload in this protocol is 2f bits whereas the protocol in [17] needs (n(f −1) log n)-bit upload. Lastly, our protocol is implemented if the file size m is the square of any integer, but the protocol in [17] requires the file size m to be the (n − 1)-th power of any integer. It is worth noting that the converse proof of the QPIR capacity is much simpler than that of the PIR capacity [11] . Whereas the paper [11] used several entropy inequalities based on the assumptions on the PIR problem, our converse bound is concisely derived without using the secrecy conditions and by focusing on the downloading step of QPIR protocol.
The remaining of this paper is organized as follows. Section II presents the main theorem of this paper, after the formal definition of the QPIR protocol and capacity. Section III constructs the capacity-achieving protocol and Section IV proves the converse bound. Section V is the conclusion of this paper.
Notation: For any set T , denote by |T | the cardinality of the set T and by I T (or I) the identity operator on T . For any matrix B, denote byB the complex conjugate of B and B † :=B . We use the terms a quantum system, a quantum operation, and a quantum state to denote a finite-dimensional Hilbert space, a trace-preserving completely-positive map, and a density matrix (or a unit vector). For any quantum system A, S(A) is the set of quantum states on A. The ring of integers is denoted by Z, and Z d := Z/dZ for any integer d. For any random variable R, the expectation for R is written as E R .
II. PROBLEM STATEMENT AND MAIN THEOREM
In this section, we introduce the QPIR problem with multiple servers. QPIR protocol and its capacity are formally defined in this section. Moreover, we give the main theorem of the paper.
The QPIR problem with multiple servers (hereinafter the QPIR problem) is described as follows. Consider a user and non-communicating n servers serv 1 , . . . , serv n each of which containing the whole set of uniformly and independently distributed f files W 1 , . . . , W f ∈ {0, . . . , m − 1} for integers n, f, m ≥ 2. The goal of QPIR problem is that the user retrieves the K-th file W K without revealing the query index K to any individual server and without obtaining any information about the files other than W K . In this problem, we assume that each server serv t possesses a quantum system A 0 t and the n servers share an entangled state ρ prev ∈ S(
To solve the QPIR problem, the user chooses a random variable R user in a set R user and encodes the queries for retrieving W K by user encoder Enc user :
where Q t is the set of query symbols to the t-th server for any t ∈ {1, . . . , n}. The n queries Q 1 , . . . , Q n are sent to the servers serv 1 , . . . , serv n , respectively. After receiving the tth query Q t , each server serv t applies a quantum operation 1 Λ t from A 0 t to A t depending on Q t , W 1 , . . . , W f and sends the quantum system A t to the user. With server encoder Enc servt , the operation Λ t is written as
and the received state of the user is written as
where W := (W 1 , . . . , W f ) and Q := (Q 1 , . . . , Q n ). Next, the user retrieves the file W K by a decoder which is defined depending on K, Q as a set Dec(K, Q) : QPIR := (ρ prev , Enc user , Enc serv , Dec) of the previously shared entangled state ρ prev among servers, the user encoder Enc user , the collection of the server encoders Enc serv := (Enc serv1 , . . . , Enc servn ), and the decoder Dec.
2) Security: A QPIR protocol has two kinds of security parameters, the error probability and secrecy parameters. The error probability of the protocol Ψ (m) QPIR is written as
, where the distribution of K is uniform and independent of the file W i for any i ∈ {1, . . . , f}.
The secrecy parameters are defined as follows. For any t ∈ {1, . . . , n}, let user(Ψ (m) QPIR ) and serv t (Ψ (m) QPIR ) be the information of the user and the server serv t at the end of the protocol, respectively. We call the protocol Ψ
where I denotes the mutual information and W 
The capacities with upload constraints θ = 0 and θ = ∞ are called capacities with negligible upload cost and without upload constraint, respectively.
A. Main Result
The main theorem of this paper is given as follows.
Theorem II.1. For any α ∈ [0, 1) and β, γ, θ ∈ [0, ∞], the capacity of the quantum private information retrieval with f files and n ≥ 2 servers sharing preexisting entanglement is
Proof. In Sections III and IV, we will prove C 0,0,0,0 exact ≥ 1 and C α,∞,∞,∞ asymp ≤ 1 for any α ∈ [0, 1), respectively. Then, the inequality (4) implies Theorem II.1.
Note that the capacity does not depend on the number of files f and the number of servers n if n ≥ 2. This contrasts to the classical PIR capacity [11] which is strictly increasing for f and n.
III. CONSTRUCTION OF PROTOCOL
In this section, we construct a rate-one two-server QPIR protocol with exact security and negligible upload cost when the file size m is the square of an arbitrary integer , i.e., m = 2 . Then, by taking m = 2 , the sequence {Ψ 
In the following, after giving preliminaries on quantum operations and states in Section III-A, we present the QPIR protocol in Section III-B.
A. Preliminaries
For an arbitrary integer ≥ 2, let A be an -dimensional Hilbert space spanned by an orthonormal basis {|0 , . . . , | − 1 }. Define a maximally entangled state |Φ on A ⊗ A by
i=0 |i ⊗ |i . For any a, b ∈ Z , define generalized Pauli operations on A
where ω = exp(2π √ −1/ ). These operations satisfy the relations
For any matrix T := −1 i,j=0 t ij |i j| on A, we define the state |T in A ⊗ A by
With this notation, the maximally entangled state is written
With the basis given in the following proposition, we construct the measurement in our QPIR protocol.
Proposition III.1. The set
is an orthonormal basis of A ⊗ A.
Proof. Since A(a, b) ⊗ I is a unitary matrix for any a, b ∈ Z , all elements in B are unit vectors. Then, it is enough to show that every different two vectors in B are mutually orthogonal:
Since A(a, b)
, the left-hand side of (7) is written as
Moreover, it can be confirmed by simple calculation that
Therefore, (7) holds which implies the proposition.
B. Rate-one QPIR protocol
In this section, we propose a rate-one two-server QPIR protocol with exact security and negligible upload cost. This protocol is constructed from the idea of the classical twoserver PIR protocol in [1, Section 3.1].
In this protocol, a user retrieves a file W K from two servers serv 1 and serv 2 each containing the whole set of files W 1 , . . . , W f ∈ {0, . . . , 2 − 1 =: m − 1} for an arbitrary integer . By identifying the set {0, . . . , 2 − 1} with the module Z 2 , the files W 1 , . . . , W f are considered to be elements of Z 2 . We assume that serv 1 and serv 2 possess thedimensional quantum systems A 1 and A 2 , respectively, and the maximally entangled state |Φ in A 1 ⊗ A 2 is shared at the beginning of the protocol.
1) Protocol:
The QPIR protocol for querying the K-th file W K is described as follows.
Step 0. The maximally entangled state |Φ in A 1 ⊗ A 2 is shared between two servers, i.e., ρ prev := |Φ Φ|. Step 1. Depending on the query index K, the user chooses R user uniform randomly from the power set 2 {1,...,f} of {1, . . . , f}. Let Q 1 := R user and
Step 2. The user queries Q 1 and Q 2 to serv 1 and serv 2 , respectively. Step 3. serv 1 calculates H 1 := i∈Q1 W i ∈ Z 2 and applies A(H 1 ) on the quantum system A 1 . Similarly, serv 2 calculates H 2 := i∈Q2 W i and applies A(H 2 ) to the quantum system A 2 . That is,
Step 4. serv 1 and serv 2 send the quantum systems A 1 and A 2 to the user, respectively. otherwise. 2) Security: This protocol has no error as explained in the following. Note that
where
and the equality (9) is from (6). Therefore, in Step 5, the measurement outcome is W K ∈ Z 2 with probability 1.
The exact user secrecy follows from that of the protocol [1, Section 3.1]. Note that the state of each server is the completely mixed state, which implies that the only information obtained by each server is Q 1 or Q 2 . Since each of Q 1 and Q 2 is independent of the index K, the exact user secrecy is obtained.
The exact server secrecy follows from the converse bound in Section IV. The converse bound restricts that the size of the transmitted information from the servers to the user cannot exceed the entire dimension of the downloaded quantum system which is 2 in our protocol. If our QPIR protocol leaked the server information, the above restriction is violated since the file size is already 2 and the server information leakage can be considered as another information transmission from the servers to the user. Therefore, the exact server secrecy is obtained.
3) Upload cost, download cost, and rate: The upload cost is U (Ψ 
IV. CONVERSE
In this section, we prove the converse bound 
V. CONCLUSION
We have studied the capacity of QPIR problem with multiple servers sharing preexisting entanglement. Considering not only the user secrecy but also the server secrecy, we defined two kinds of QPIR capacity, asymptotic and exact securityconstrained capacities with upload constraint, and proved that both QPIR capacities are 1 for any security constraints and any upload constraint. We constructed a capacity-achieving rate-one protocol by using two servers where the file size is the square of an arbitrary integer. The converse is proved by focusing on the downloading step of QPIR protocols.
